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VIDEO MEDIA SECURITY MUD TRACKING STS^TElt 

John O. Ryan 
E. Frasier Morrison 
Gregory C. Copeland 

5 

BACKGROmin OF THK TNVENTION 
Field of fh e invention 

This invention relates to security systems for 
video media and more particularly to a system for 
10 allowing an owner of copyrighted video material to 

control, on a per use basis, viewing of that material 
provided on a prerecorded medium such as a video disc 
or video tape cassette. 

15 Deserinfel on of tha Prior Art 

As is well known, typically video tape cassettes 
or video discs containing prerecorded material such as 
movies are commercialized as follows. The owner of the 
copyrighted material on the video cassette or disc, 
20 i.e. the movie studio ("rights owner") , arranges for 
duplication of the movie onto a large number of video 
tape cassettes or discs. The video tape cassettes and 
discs are then sold by the movie studio to owners of 
video rental stores who then rent each video tape 
25 cassette or disc out as many times as they can, 

depending on demand. However, the owner of the video 
rental store only pays for each video tape cassette or 
disc once, because he has purchased it outright from 
the movie studio. Thus the bulk of the profits due to 
30 rental of such material accrue to the video rental 

store owner rather than to the movie studio. This is 
because the so-called "first sale doctrine" prevents 
the seller (the movie studio) of the video tape 
cassettes or discs from exercising any degree of 
control over the downstream commercialization (e.g.. 
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rental) of its products. This is the case even though 
the video material is copyrighted. 

It has been frustrating to the rights owners 
(movie studios, etc.) that they are not able to better 
5 control and/or profit from the rental market for their 
movies and other program material. Various methods 
have been proposed to allow the rights owners to 
overcome the first sale doctrine and acquire some 
degree of control over the rental of, for instance, VHS 

10 video tape cassettes. 

One proposed method uses a "non-rewindable" 
cassette. Once played by the consvimer (renter) , the 
cassette must be returned to the rental store for 
rewinding. The rewinding machine is such that it 

15 automatically records each rewinding transaction and 
the movie studio (or its agent) can then periodically 
check the rewinding machine, either on the spot or by 
telecommunications, for a transactipn-by-transaction 
record. This of course requires some business 

20 arrangement between the video stoife owner and the movie 
studio to pay for the video cassette on a per use 
basis. Such arrangements are contractual matters 
outside of the purview of this patent disclosure. 
The non-rewindable cassette has the obvious 

25 disadvantage that each renter may watch each movie only 
once per rental. This is frustrating to the renter who 
may wish to watch the movie more than once. There is 
also obviously a temptation on the part of the video 
store owner to tamper with the rewinding machine and 

10 hence end up paying fewer for rentals of the cassette 
than he is obligated to pay for. 

A second proposal now being tested involves 
installing a special integrated circuit in each 
individual video tape cassette. This circuit turns 

(5 itself on a predetermined time after being armed and 
radiates an interfering radio signal to the VCR 



-2- 



wo 96/35987 



PCr/DS96/08354 



10 



electronics, thus effectively prohibiting further 
playing of that video tape cassette until it is 
•returned to the rental store for reprograinming of the 
circuit. Again, the reprogramming machine 
automatically records the reprogramming transaction. 
So far this proposal has limited support due to the 
cost of the circuit in the video tape cassette, 
possible consumer inconvenience if the circuit 
malfunctions, and the ease with which it could be 
cheated by the video store operator or so-called 
"hackers". (The term "hacker" herein refers to anyone 
attempting to defeat system security by technical 
means.) The same deficiencies apply to the non- 
rewindable cassette approach. The circuit inside the 
15 video cassette also requires provision of a battery to 
■ power such a circuit, with the attendant practical 
complications. 

Other proposals involve mechanical or electronic 
counters installed in each video tape cassette to count 
20 the number of plays. Again, this is problematic if a 
particular renter might want to play the video tape 
cassette more than once, and also is easily overcome by 
. tampering. 

It is to be understood that the video store owners 
interests in this regard are to a large extent the same 
as those of the rights owners. If a reliable system 
could be found to share rental revenues between the 
rights owners and the video store owners, then the 
rights owners would provide many more copies of each 
movie for rental to each store, hence increasing 
profits for both parties. 

None of the above security systems are feasible 
for use with, for instance, video discs, which are soon 
expected to become very popular in new digital formats. 
35 Additionally, it is to be understood that the 

deficiencies of the above systems are a consequence of 
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constraints imposed by the requirement that any such 
security system must be compatible with the large 
installed base of VCRs. Thus the proposed solutions to 
this problem are essentially unsatisfactory and none 
5 have been widely implemented. 

SUMMARY 

The present inventors have recognized that it is 
advantageous if a security system, instead of being 

10 forced to operate with the constraints of the present 
installed base of VCRs, instead uses a player 
compatible with new recording media specif ication(s) 
and includes a dedicated low cost rental control 
subsystem. Such a security system is especially 

15 suitable in anticipation of the introduction of new 

formats for video media such as the Digital Video Disc 
(DVD) and the Digital Video Cassette (DVC) • 

Implementation of the present security system 
requires that a significant proportion of the rights 

20 owners agree on the desirability of being able to 
better control commercial use of their copyrighted 
materials for the new formats, and as a consequence 
that the manufacturers of the players would be 
receptive to making compatible players in the 

25 expectation of increased support for their formats. 

In accordance with the present invention, the 
present inventors have identified several important 
security system attributes. One is functionality, that 
the system track and report each rental transaction 

30 both by program (movie) title and length of time (days 
or hours) rented out. Further, the system should be 
capable of segregating transactions by, for instance, 
movie studio, and downloading this information on a 
periodic basis by e.g. the telephone lines to a 

35 transaction service center or to particular copyright 
owners . 
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The next attribute is a high level of system 
security; the present system is believed to be 
impossible (or prohibitively expensive on a practical 
basis) for unscrupulous video rental store owners (or 
hackers in collusion with video rental store owners) to 
cheat on or to compromise. Thus in accordance with the 
invention the rights owners can be confident that they 
are properly recompensed for rental activity, m the 
event of any security breach, in accordance with the 
invention it is possible quickly and inexpensively to 
recover from the breach and minimize resulting losses. 
Also, in accordance with the invention, there is 
tracking system security, in that particular rights 
owners are assured that transaction data relating to 
their particular video material (movie titles) is not 
accessible by others. 

Another attribute is that the present system is 
operationally simple, providing minimum operational 
burden to the employees of the video rental store. 
Similarly, the users (renters) enjoy operational 
simplicity so that the system is essentially 
transparent to the renter of the video material and 
does not interfere with his enjoyment of the rented 
material . 

As a last attribute, the present system adds 
minimal cost both to the players and the media, m 
addition, the cost of the in-store transaction 
monitoring and reporting equipment is believed to be 
quickly recoverable. 

One embodiment in accordance with the present 
invention is directed to the digital video disc format 
medium. However, it is to be appreciated that the 
present invention is also applicable to systems using 
analog or digital video cassette tapes or analog video 
discs or other media using magnetic, optical or 
magneto-optical or other types of recording. This 
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system is also applicable to other than video material 
such as audio material. (However, generally audio 
media are sold outright and not rented.) 

Moreover, while one embodiment disclosed herein 
5 involves digital video disc media, it is to be 

understood that the invention is not particular to 
digital material but is also applicable to analog 
recordings. 

In accordance with the invention there is a "TTRD" 

10 (transaction tracking and reporting device) which is an 
apparatus for use in a video store, and a method of 
using the TTRD to record, on a separate authorization 
card, in encrypted form of a program (movie) 
identification for the material prerecorded on the disc 

15 or tape and also in encrypted form the identification 
of a particular player. The authorization card is a 
reusable memory card having a capacity of about 100 
bytes and being semiconductor, magnetic, or other 
suitable memory technology. 

2^ In addition, in accordance with the invention 

there is provided a modified player (a DVD player or 
video cassette tape player) which in addition to the 
conventional circuitry includes dedicated rental 
control circuitry and/ or software for reading, from the 

25 prerecorded material on the medium, rent/sell 

authorization data, a public decryption key, and the 
program identification. Also provided in the player is 
a slot to accept the authorization card for reading the 
authorization card and connecting via a data decoder 

30 and error correction circuitry to a decryptor. The 

decryptor also receives the public decryption key which 
was optically recorded on the disc, and thereby 
decrypts from the data on the authorization card the 
program identification and the player identification. 

35 A special decision circuit in each player compares the 
player identification from the authorization card to 
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that stored in a read only memory in the player, and 
also compares the program ID from the decryptor to the 
program ID provided from the prerecorded material. 
Only if both the two player identifications are 
5 authenticated (match) and the two program 

identifications are authenticated (match) , is the 
player enabled to play the prerecorded material. 

Of course if authorization data indicating that 
this is a sell-through (non-rental) disc is present on 
10 the disc, i.e. there is a authorization indication to 
play, then even if no program or player identification 
matches are made, the player is enabled to play the 
prerecorded program material. 

Also therefore in accordance with the invention is 
a method of operating the player to authorize its 
operation to play the prerecorded material. 

In an alternative embodiment, the authorization 
card is not used and instead a writable (e.g. magnetic) 
memory is located on the disc itself, by providing a 
narrow circular magnetic track near the center of the 
disc, to be read by a special magnetic head in each DVD 
player . 

The last element is the prerecorded media, m the 
case of the DVD disc, this is a video disc including 
(in the alternative embodiment) the magnetic track 
located at a convenient location, such as near the disc 
center. The magnetic track on the disc as it comes 
from the factory and is shipped to the video rental 
store is typically blank but has space sufficient to 
record on it the encrypted program identification and 
encrypted player identification. 

It is to be understood that hereinafter when 
reference is made to the authorization card, in the 
alternative embodiment this refers to the magnetic 
track on the disc or an equivalent for a video tape 
cassette. 
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In the case of a video tape cassette suitable for 
use in accordance with the present invention, recorded 
on the video tape at a convenient location (s) is the 
data decryption key and the program identification. 
5 Recorded at another location only in the alternative 
embodiment (for convenience of reading by the TTRD 
without rewinding of the video tape itself) is a second 
separate magnetic track which is sufficient size to 
include space for recordation of the encrypted program 

10 identification and encrypted player identification* 
The location of the second magnetic track may be for 
instance on the outside of the cassette housing. Thus 
when the video tape cassette is inserted into the TTRD 
(or the VCR) , the insertion and corresponding movement 

15 of the cassette into the TTRD (or VCR) passes this 

track past a fixed magnetic head and hence allows easy 
reading thereof. In another version of the alternative 
embodiment, the second magnetic track is located on the 
end of one of the video tape cassette spindles, and 

20 hence the spinning of these spindles moves the magnetic 
track past a suitably located small magnetic head. In 
either case, there is no need to search for the 
encrypted data on the video tape itself. 

25 BRIEF D ESCRIPTION OF THE DRAWINGS 

Figure 1 shows a transaction tracking and 
recording device in accordance with the present 
invention. 

Figure 2 shows a player in accordance with the 
30 present invention. 

Figure 3 shows a video disc in accordance with an 
alternative embodiment of the present invention. 

Figure 4 shows a video cassette tape in accordance 
with the alternative embodiment of the present 
35 invention. 
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DETAILE D DESCRIPTION OF THE PREFERRED EMBODIMENTS 

In a Digital Video Disc (DVD) embodiment, each DVD 
player, which is otherwise of a conventional type 
recently announced, for instance, by Toshiba or Sony or 
any other type, includes embedded in an internal memory 
a stored identif ication. This identification (e.g., a 
number) need not necessarily be the same as the player 
serial number. This identification is e.g., at least 6 
or 8 decimal digits for best security. The player 
identification may have significantly fewer digits than 
the player serial number, for instance, having as 
little as two decimal digits at a penalty of reduced 
security • Thus the player identification need not be 
unique to each digital video player, but is a number 
large enough so it is not likely to be easily 
duplicated amongst the number of individual DVD players 
which a hacker may encounter. 

Each corresponding digital video disc intended for 
the rental market includes, in addition to the normal 
optical prerecorded track in the alternative embodiment 
only, an additional narrow circular magnetic recording 
track located for instance near the center of the disc 
(this location is illustrative and not limiting) . This 
track need hold approximately only 100 bytes of data. 
The magnetic track is read by a magnetic read head 
provided in each DVD player in accordance with the 
present invention. It is to be understood that the 
industry proposed DVD players do not include the slot 
to accept the authorization card (or in the alternative 
embodiment the magnetic head) and associated circuitry, 
and the addition of these elements is a required 
modification to DVD players in order to practice the 
present invention. 

Each DVD disc intended for rental also will 
contain a number of extra bytes of information 
optically recorded during the conventional mastering of 
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the disc, as part of the disc initializing information. 
In conventional CDs for instance, and also in the 
proposed DVD discs, there is a scan region which is 
read by the player in the initialization cycle of the 
5 disc. The initialization information conventionally 
includes data such as running time, number of tracks, 
and perhaps location of particular portions of the 
recorded material. In accordance with the invention, 
each rental disc will include, in addition to the 
10 conventionally provided information in the 

initialization region, a number corresponding to, for 
instance, the particular title of the movie recorded in 
the optical portion of the disc (a movie or program 
identification) and additionally an instruction telling 
15 the player to read the magnetic track of that 

particular disc to obtain authorization to play the 
disc. Discs intended for the sell-through market, i.e. 
to be sold at retail to consumers, will not include 
such an instruction to seek authorization. To put this 
20 another way, discs intended for the sell-through market 
will include an instruction which does not require the 
player to read the authorization card for authorization 
to play the disc, but will authorize the player to play 
the disc without consulting the authorization card. 
25 The information recorded on the authorization card 

includes the movie identification (s) and the player 
identification of a particular player or players 
authorized to play that disc. This information on the 
authorization card is encrypted and recorded at the 
30 time of the rental transaction by the transaction 

tracking and reporting device (TTRD) , provided to each 
rental store in accordance with the present invention. 
»TTRD« is nomenclatiire used herein for convenience to 
refer to a device as described in detail below. It is 
35 to be understood that such a device need not 

necessarily be a stand-alone device but may for 
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instance be incorporated into other transaction 
reporting equipment already present in video rental 
stores, with appropriate features as described below. 

A conventional electronic clock in each TTRD 
records, for each rental transaction, the time and date 
of authorization and later records when the particular 
disc was returned to the rental store after the rental 
was completed. 

Each DVD player, which is otherwise conventional, 
also includes a decision circuit which allows that 
particular player to play a particular disc only if its 
player identification matches the authorized player 
identification read from the authorization card, and 
also if the movie identification optically read from 
the disc matches the movie identification read from the 
authorization card) . 

When a rental customer first becomes a customer at 
a particular rental outlet or rental chain, the 
customer provides the rental store employee with the 
player identification of the customer's own DVD player. 
This identification, along with e.g. the customer's 
name and/or telephone number, is entered into the TTRD 
•via e.g. a standard keyboard interface or by a bar code 
reader. Thus for instance a particular customer can 
become a member, as now, at any number of rental stores 
and thereafter need only provide conventional 
information, i.e. name or telephone number or rental 
identification card, to rent a disc. 

When a particular disc is rented, it is inserted 
by the rental store employee into the TTRD which then 
optically reads from the disc the movie identification 
from the disc's initialization region and records it, 
along with the customer's player identification, on the 
authorization card. This operation is automatic and 
takes only a few seconds. 
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The authorization -card is supplied by the rental 
store at the time of each rental; one card may include 
information for several rented discs. The cards will 
cost about $1 each to manufacture, and are reusable. 
5 The authorization card approach is less convenient to 
the rental store and renter than is the magnetic track 
on the disc, since an extra physical item is involved. 
The card may be sized to fit inside the disc "jewel 
case" to minimize risk of loss. However, the 
10 authorization card approach is less expensive in terms 
of cost of manufacturing the players. The security and 
functionality of the system are independent of the 
authorization media employed. 

After the customer has finished using the disc and 
15 returns it to the rental store, the rental store 

employee briefly inserts the disc in the TTRD which 
reads both the magnetic and optical data and records in 
the TTRD memory the data and time of the return. The 
TTRD then has a complete record of the transaction. 
20 This system provides the above described 

advantages. In terms of functionality, for transaction 
tracking information the electronic clock in the TTRD 
notes each disc's time and date of authorization and 
when it was returned to the rental store. Combined 
25 with the movie title and renter's player identification 
if desired, this is sufficient information to track 
rental activity. It is to be noted however that in 
certain embodiments of the invention the rental 
tracking featxires are not necessary and only the below- 
30 described security features are included. Thus in 
certain applications where the rights owner may for 
instance not require transaction information but merely 
wants security, the functionality of transaction 
tracking and the accompanying structures may be 
35 dispensed with. 
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One added advantage of the present system is that 
it prohibits a particular renter from lending his 
rented disc (or tape) to a friend or relative, since 
only the particular renter's DVD player has been 
authorized to play any particular disc. This feature 
may advantageously generate extra rental transactions. 
If a particular customer owns more than one DVD player, 
the system accommodates this by allowing the 
recordation of more than one player identification on 
the authorization card (or on the disc magnetic track) . 
The system prohibiting lending to a friend may then be 
circumvented by a customer listing his friend's player 
as his own, (This would of course be found out if the 
friend then were to rent a disc on his own from the 
same rental store or rental store chain.) 

A major advantage in accordance with the invention 
is that system security is maintained even though a 
hacker acquires complete knowledge of the security 
principles used and is also fully capable of probing 
the entire operational details of the authorization 
circuits in a particular DVD player. That is to say, 
the DVD player itself holds no secrets and yet the 
system is still secure. The security system has two 
aspects. The first is preventing illicit transactions. 
The second is restricting access to the transaction 
data in accordance with the transaction reporting 
system. Of these, the first is probably more 
important. 

In order to prevent illicit transactions, that is 
to prevent a hacker from designing a "black box" device 
to illicitly record authorization data on an 
authorization card, this data (the player and movie 
identification) is concatenated and encrypted and 
written on the authorization card (or on each disc) by 
the TTRD, using a public key encryption system. Such 
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systems are well known. The following is a brief 
review of pertinent encryption methods. 

The most common form of data encryption and best 
known to the layman, is called private key or 
5 symmetrical encryption and is the method historically 
used for encryption. Such methods use the same key to 
encrypt and to decrypt data. To guard against trial 
and error attempts at guessing the encryption key, the 
key is usually a large number, i.e. an 18 decimal digit 
10 number. The DES (data encryption system) algorithm is 
an example of a private key system in which data, 
arranged in 64 bit blocks, are encrypted using a 56 bit 
key. (Fifty-six bits are equivalent to approximately 
17 decimal digits.) 

private key encryption systems, as is well 
known, the chosen key must be kept secret from hackers 
(or any one with an adverse interest) to ensure 
security. However at the same time the key must be 
provided to a potentially large group of legitimate 
20 users. In a typical (military) context , there is a 

relatively small number of legitimate users and hence 
such systems have historically been used somewhat 
successfully. However, for the present purpose each 
DVD player must include the decryption key in order to 
15 read the authorization medium. Thus hackers, who can 
easily buy a DVD player, would have at least in some 
form access to the key, hence substantially reducing 
system security. That is to say, it is unrealistic to 
believe that the decryption key used in such a player 
to would be protected against the determined effort by a 
hacker to read it, given the low cost and ubiquity of 
the players. Therefore it is believed that a private 
key encryption system is more likely to be penetrated, 
but however may be used in accordance with the present 
5 invention where the above-described drawbacks may be of 
less importance. 
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The other type of data encryption uses a public 
key and is also referred to as asymmetrical encryption. 
Thus there are two different keys in such a system. 
The first is the private key, known only to authorized 
users as in the above described private key system; the 
second key is the public key which may be widely known 
without risk of system penetration, i.e. hacking. One 
key (either key) is used for data encryption and the 
other key is used for decryption. An essential feature 
of all public key systems is that knowledge of the 
decryption key does not allow the hacker to encrypt a 
message and vice-versa. 

The most secure public key system commercially 
available is from a company called RSA Data of Redwood 
15 City, CA. The security of this system is predicated on 
the difficulty of factoring very large numbers, 
containing upwards of one hundred decimal digits. The 
fastest known factoring algorithm running on the 
fastest computers typically takes decades to factor 
20 such numbers." The larger the key, the more difficult 

factoring becomes, in practice, the size of the key is 
chosen to reduce the cost effectiveness of a factoring 
effort to unacceptable levels for a would-be hacker, 
throughout the expected life of the product and with 
25 due allowances for anticipated increases in computing 
power . 

In accordance with one embodiment of the present 
invention, the private key of the public key system is 
used for encryption. Thus this key is securely stored 
30 in each TTRD in such a manner that any attempt to 

extract the private key from the TTRD causes erasure of 
the key. This is relatively easy to accomplish since 
there are limited number of TTRD devices (typically one 
per rental store) each of which is electronically 
polled from time to time for ordinary transaction 
purposes. Hence any breach of security is likely to be 



-15- 



35 



wo 96/35987 



PCT/DS96/08354 



15 



easily detected. The technical means for protecting 
such keys embedded in an integrated circuit in the TTRD 
are well known. One simple method is that an attempt 
to open the TTRD housing results in immediately erasure 
5 of the private key. Similarly, since the key is likely 
to be embedded in a volatile memory, any attempt to 
electrically contact the leads of the memory results in 
erasure of its contents. Other types of security 
interlocks are well known, and multiple interlocks may 
10 be provided. Additionally of course, any successful 
attempt to obtain a data from a particular TTRD would 
point to the custodian of that TTRD as a likely 
conspirator. The mere existence of such knowledge 
would, it is believed, reduce penetration attempts. 

The corresponding public key needed for decryption 
of the DVD player is optically recorded on the disc 
along with the aforementioned movie identification and 
the authorization (rent/sell) instruction, as part of 
the ordinary optically recorded content of the disc. 
When the disc is to be played, this key is read by the 
DVD player and is used to decrypt the data on the 
authorization card, in order to enable playing. 

The public key is recorded optically on each disc 
rather than stored in each DVD player in order to 
25 permit quicker recovery from a security breach. In the 
unlikely event that the current private key became 
known, thereby threatening system security, a new pair 
of keys could quickly be generated. The new private 
key would be downloaded (i.e. via telecommunications) 
30 to each TTRD and the corresponding new public key would 
then be used on all new discs to be manufactured from 
that day on. Thus revenue losses would be restricted 
to video rental stores which obtained an illicit 
authorization device from a hacker, which now could be 
35 used only to authorize playing of movies released 

before the date of the key change. Furthermore, any 
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abnormal reduction in rental transaction reporting of 
particular movies released before the security breach 
occurred, from a particular rental store, would 
indicate that store was a possible illicit operator. 
5 In order to allow TTRDs to continue to authorize 

older movies after a new pair of keys is distributed, 
each TTRD would store the full history of keys used, 
organized by serial number, and automatically encrypt 
the data to be recorded on the authorization card with 
10 the appropriate private key. This is accomplished by 
appending the key serial number to the public key 
recorded on the disc's optical track. The TTRD reads 
the serial number first and then selects the 
appropriate private key to perform the encryption from 
the set of private keys stored in the TTRD in its 
memory. 

The movie ID is both recorded optically on the 
disc and encrypted (along with the authorized player 
ID) on the authorization card for two reasons. The 
first reason is to permit TTRDs to track which 
particular movies are being rented. The second reason 
applies to system security; if data recorded on the 
authorization card were merely an encrypted instruction 
that would authorize any disc to be played by a DVD 
player having a particular identification, then that 
encrypted data stream could be obtained by a hacker and 
reused later. This would be done using a hacker's 
device to record the data stream on the authorization 
card. This would illicitly authorize playing of other 
movies by the same DVD player (that is, for the same 
customer) . 

A vital feature of a public key encryption system 
is that it is not possible to deduce what the encrypted 
data would be for a block of data which differs by as 
little as one bit from a block of data whose encrypted 
value is already known, in other words, knowing the 
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encrypted data for an instruction to allow e.g. movie 
number 566 to play on a player with player ID 1289, 
would not allow a hacker to deduce what encrypted data 
would correspond to an instruction to allow movie 
5 number 567 to play on the identical player. Thus the 
most a hacker could do would be to note the code 
sequence which authorizes playing a particular movie 
for a particular player and later reuse that same code 
sequence with the same customer desiring to rent the 
10 same movie at a later time. Thus at most such hacking 
would obtain for the unscrupulous rental store owner 
one additional rental without having to pay the rights 
owner for that one particular rental. The effort 
required to do this seems to vastly outweigh any likely 
15 financial gain and hence it would not be done. 

In terms of restricting access to transaction 
data, the system also uses in one embodiment a public 
key encryption system (not the same one as above in 
terms of the keys themselves) to report transactions. 
Thus each rights owner (e.g. movie studio) is assigned 
a unique private key /public key pair. Each TTRD stores 
the public key of each studio. Transaction data 
relating to a particular studio is encrypted within the 
TTRD prior to storage and transmission of same, using 
25 that studio's public key. Only the studio (or its 

agent) is provided with the corresponding private key 
needed to decrypt the transaction data. 

The rest of the system provides operational 
simplicity because at the time of rental, the video 
rental store employee must enter the renter's name or 
telephone number as is done conventionally using either 
a keyboard interface or a bar code scanner from an 
identification card including identification number, 
and then the employee additionally in accordance with 
35 the invention inserts the renter's authorization card 
and the particular rented disc in the TTRD. In the 
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first embodiment using the authorization card, the TTRD 
includes a plug in socket for electrically connecting 
to the authorization card* In the second embodiment 
using a magnetic track on the disc, the TTRD includes a 
5 special recording head to record on the special 
magnetic track on the disc (or tape cassette) • 

The TTRD in either embodiment includes a port and 
loading mechanism such as those of a DVD player. The 
authorization card and the disc are ejected in a few 
10 seconds and the first part of the transaction is 
automatically recorded. When later on the renter 
returns the disc (or soon thereafter) the employee 
again inserts the disc in the TTRD and indicates the 
return transaction on its keyboard interface. The 
15 final part of the transaction, i.e. the time of disc 
return, is now recorded and the disc is again ejected 
and replaced on the store shelves. The authorization 
card is merely returned for later reuse. Transaction 
reporting to "the rights owner or its agent is done 
20 automatically; for instance via modem and telephone 

lines, at a convenient time. Transaction reporting may 
also be done by other well known means. Thus the 
effort required of the video rental store employee is 
only slightly greater than that required in existing 
25 rental stores using point of sale terminals to store 
customer information and bar code readers to check out 
and check in video tape cassettes or discs. 

Additionally, customer convenience is provided in 
accordance with the invention. Additional effort 
\0 required by the customer is that when he first signs on 
(becomes a member) at a particular rental store or 
rental store chain, the customer provides the store 
employee with his player identification (or 
identifications if he owns several players) . Each DVD 
15 player thus for convenience would be sold along with 

several cards printed with the player identification in 
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type and e.g, bar code or a magnetic stripe. The 
player identification is also stamped on the rear panel 
of each DVD player along with the serial number. Thus 
the extra effort in providing one's player 
5 identification is a one-time effort accomplished when 
one first becomes a video rental store member. 

It is believed that the cost of implementing the 
present system is low. The cost of including in the 
alternative embodiment a magnetic read head and the 
10 associated authorization circuitry in each player is 
estimated to be $1; the most of this cost is the 
magnetic read head and its associated amplifier. Thus 
the cost is significantly less for the authorization 
card embodiment. The remainder of the needed circuitry 
15 is typically in the integrated circuitry already 

included in the player at only very slight additional 
cost. It is to be noted that much of the circuitry 
may, of being actual logic circuitry, instead be 
software in the microprocessor which operates the DVD 
20 player. 

It is estimated that for the alternative 
embodiment the cost of providing the circular magnetic 
track on mass produced discs is $.01 to $.05 per disc. 
This magnetic track would be narrow and need not be of 

25 high density, since the actual amount of data recorded 
on the track is small. 

While the cost of each TTRD would be substantial, 
only one such device need be provided per video rental 
store and these devices could be mass produced due to 

30 the large number of video rental stores.. 

Figure 1 shows in a block diagram one embodiment 
of the TTRD which is located in the video rental store. 
This device includes a conventional video disc optical 
reader 12 of the type conventionally found in disc 

35 players and in this case typically of the type used in 
a DVD player. It is to be understood that the 
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references herein to DVD players are because it is 
anticipated that the present invention is most likely 
to be adapted in such a new video media standard. 
However, the present invention is compatible with other 
video disc and tape formats. (Of course, present video 
disc and tape players do not include the circuitry 
needed to implement the present invention.) It is to 
be understood that the disc optical reader 12 includes 
conventional mechanical elements (not shown for 
simplicity) for spinning the disc 14. 

In the conventional operation of a DVD player, 
after insertion of the disc into the player, the player 
scans a region of the disc located near the center 
called the initialization region in order to obtain 
information about the contents of the disc recorded 
there which is typically presented on a display of the 
disc player. In accordance with the invention, this 
initialization region has recorded on it, in addition 
to the conventional information, the program (movie) 
identification, the rent/sale indication and the 
decryption key which includes conventionally the key 
serial number; the public key, and the key modulus. 
Typically, the program identification need not be in 
alphanumeric form but may be merely a code number i.e., 
a 6 or 8 decimal digit code. It might be as few as 4 
decimal digits to uniquely identify for instance each 
movie released during a period of several years. 

The disc optical reader 12 reads from the 
optically recorded portion of the disc 14 via 
conventional laser reading mechanism 18 two pieces of 
data; these are (1) the key serial number, the public 
decryption key, and modulus and (2) a program 
identification number. This data is located as 
described above in the initialization region of the 
disc which already contains formatting information 
pertaining to the disc contents. 
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The disc optical reader 12 extracts this data from 
the stream of data read from the disc by laser reading 
mechanism 18. The key serial number is then (in one 
embodiment) provided to a key memory 22 which stores, 
5 in a secure fashion as described above, a list of 
private encryption keys for a public encryption key 
system. Thus the key number is in effect an address 
which indicates which particular key stored in key 
memory 22 is the one to be used as the private 

10 encryption key. This private encryption key is then 
provided to an encryptor 26 of a type commercially 
available from e.g. RSA Data as described above. 
Typically, this encryptor is actually a set of software 
routines (a computer program) to be executed 

15 conventionally by a microprocessor. The data encrypted 
by encryptor 26 is the program identification provided 
from disc optical reader 12 concatenated (in a block of 
data) with a particular player identification. This 
player identification is provided as described above 

20 from a memory 30 which is part of the TTRD", or entered 
for instance by keyboard or bar code reader at the time 
of the transaction. The player identification is that 
of the particular player belonging to the rental 
customer . 

25 The program identification in addition to being 

used for tracking also increases system security. That 
is, if there were no program identification, the only 
information recorded on the magnetic track of the disc 
would be the encrypted player number. Thus a hacker 

30 could breach the security of the system by reading the 
authorization card to obtain the code to authorize 
play, i.e. enable use of a particular player, by merely 
reading and recording the encrypted data pertaining to 
that player number. There is no need in this case for 

35 the hacker to decrypt this number but he merely needs 
to record the appropriate encrypted data on the 
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magnetic track of the disc without using the TTRD, i.e. 
bypassing the TTRD, and thus cheating the rights owner 
by not recording the particular rental transaction. 
Thus by providing a piece of information which is 
5 unique to each rental transaction (a program 

identification number) and given the use of a public 
key system, it is made impossible for a hacker to 
determine what the encoded data would be for a 
different movie for the same player, due to the nature 

10 of public key encryption systems. 

Thus it is to be understood that information other 
than the program identification could be used for this 
purpose. That is, when each particular optical disc is 
produced, instead of providing on the optical track a 

15 program (movie) code number, instead a random number is 
provided. Then the TTRD would read this random number, 
encrypt it and record the encrypted random number on 
the authorization medium. Thus the term "program 
identification" used herein does not refer necessarily 

20 to a number us^d universally for all discs carrying a 
particular movie, but instead to any number or 
information pertaining to a particular disc or video 
tape. Thus the program identification need not be 
unique to each movie; possibly a limited field with few 

25 as e.g., numbers 0 to 100 would be adequate to provide 
security, even though thus several movies might have 
identical program identifications. Thus for purposes 
of security alone, the program identification need not 
be a movie (title) identification. However, to 

30 maximize security, each movie should have a unic[ue 
identification number. 

Encryptor 26 then encrypts this data and provides 
it to a data coder 34 which formats and codes the data 
into a particular conventional modulation scheme as 

\5 desired. Authorization card 35 is connected to data 
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coder 34 by slot connector 33, to record the coded data 
on card 35. 

In the alternative embodiment, also shown for 
simplicity in Figure 1, the coded data is then provided 
to a conventional amplifier 38 which drives a magnetic 
recording head 42 of the type commercially available. 
Head 42 then records the data on the magnetic track 
provided on disc 14. As described above, typically 
this magnetic track is near the hub of the disc but 
this location is not limiting, it is to be understood 
that typically both embodiments would not be used in 
any one TTRD. 

This being a rental type disc, prerecorded on the 
optical track is an instruction (perhaps only a single 
bit in a predetermined location) indicating that this 
is indeed a rental disc. In the absence of such 
instruction, this disc is understood by the player (as 
described below) to be a disc that has been sold to the 
user. If a "sell" disc is accidentally subject to the 
TTRD process as described above, this will have no 
effect on the use of the disc for reasons described 
below. 

After the encrypted program identification and 
player identification are recorded on the card 35, card 
35 and disc 14 are ejected from the TTRD and both given 
to the rental customer for his use. 

Also a part of the TTRD of Figure 1, but not 
needed for security reasons, is the tracking and 
reporting portion 52 including a data coder and 
30 formatter 46 which receive the program identification 
from the disc optical reader 12. Also provided via an 
electronic clock (not shown) is a date and time . 
indication of the time of the rental transaction. 
These two items of data are conventionally coded and 
35 formatted into suitable form and provided to for 
instance a modem 50 which then transmits this 
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transaction data to a central tracking computer, for 
instance for each movie studio, via telephone lines. 
..It is to be understood that the tracking and recording 
portion 52 is not needed for security reasons but is 
5 provided for commercial reasons to allow each movie 

studio to determine the number of rentals of its films. 

In this system the particular player number is 
purposely not provided to the data coder and formatter 
46. Such could be done but it is not believed 
10 necessary for commercial tracking purposes. By not 

providing such information, a greater degree of privacy 
is provided to the rental customer. 

It is to be understood that with minor 
modifications, the TTRD of Figure 1 is suitable for use 
15 with a video cassette tape. In this case, the laser 
system 18 is replaced with a VCR (magnetic) read head. 
Further details of the video cassette embodiment are 
provided below. 

While Figure 1 is a block diagram, each of the 
20 blocks represents a conventional commercially available 
element and moreover, the interconnections between the 
blocks are well within the skill of one of ordinary 
skill in the art. 

The rental customer then takes the rental disc 14 
25 and card 35 to his home and inserts both in his player 
which is shown in block form in Figure 2. 

The player of Figure 2 includes several major 
elements common to all video disc players. These 
include a drive (not shown for simplicity) for the disc 
14, an optical read device which in this diagram is a 
laser system 60 (similar to element 18 of Figure i) , 
and a disc optical reader 62 similar to optical reader 
12 which drives conventional player electronics 66. 
Thus elements 62 and 66 are conventional and of the 
35 type that would be provided in any video disc player, 
even one not in accordance with the present invention. 



30 



wo 96/35987 



PCT/DS96/08354 



The data stream from laser system 60 is provided to the 
disc optical reader 62 which then provides demodulated 
and decoded data to the conventional player electronics 
66, which is typically connected to a television set or 
5 monitor for viewing. 

The other elements shown in Figure 2 are added in 
accordance with the present invention to achieve the 
desired security. In the authorization card 
embodiment, these include a slot connector 73 which 
10 connects to authorization card 35. 

In the alternative embodiment, also shown in 
Figure 2 for simplicity, these additional elements 
include a magnetic read head 70 having a structure 
similar to that of write head 42 in Figure 1 and being 
15 adapted for reading the magnetic track on disc 14. The 
signals from magnetic read head 70 are provided to a 
conventional analog amplifier 74. The performance of 
the magnetic read head 70 in the player need not be 
high; since the total amount of information recorded is 
20 approximately 100 bytes, the signal frequency is on the 
order of lO KHz and hence a low cost and simple 
magnetic read head and amplifier would be adequate. It 
is to be understood that typically both embodiments 
would not be present in any one player. 
2^ TJie signals from amplifier 74 (or connector 73) 

are provided to a conventional data decoder 76 which is 
the complement of data coder 34 in Figure l. The 
information recorded on the magnetic track on the disc 
in the alternative embodiment typically would be 
30 recorded using some form of modulation for the purpose 
of matching the recorded signal to the capabilities of 
the media. This modulation is typically called channel 
coding- Various methods of channel coding are well 
known. Thus in the player the magnetic reading 
35 circuitry includes data decoder 76 to decode 

(demodulate) this data in the alternative embodiment. 
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A typical method of coding suitable in accordance with 
the present invention would be frequency shift keying • 
Another suitable method is quadrature phased shift 
keying. Decoder 76 thus provides a conventional 
digital signal from the analog read signal from the 
head and amplifier. In the authorization card 
embodiment, decoder 76 would be a simpler digital 
circuit or -may even be dispensed with. 

The decoded data (in digital form) is provided to 
conventional error correction circuitry 78 to find and 
correct any errors in the data. The corrected data is 
then provided to a decryptor 80 which is the 
complementary device to encryptor 26 of Figure 1. it 
is to be understood, however, that in the public 
15 key /private key system described above, the encryptor 
and decryptor are not simple complements of each other, 
in order to provide heightened security. The structure 
of decryptor 80 is that of the type commercially 
available from, for instance, RSA Data for their public 
20 key system. 

The demodulated and decoded data (but not 
encrypted) from the disc optical reader 62 is provided 
to a rental control circuit 84. The function of 
circuit 84 is to pick out the relevant data. This is 

25 relatively simple since the relevant data are known to 
be in particular locations of the initialization region 
of disc 14. The rental control circuits 84 selects 
three data items from the stream of demodulated and 
decoded data. The first item data is the program 

30 identification ("program ID"). The second is the 

decryption key (including the modulus) . The third is 
the indication of authorization which provides an 
indication of the disc being a rental or sell disc. In 
this embodiment, the authorization indication is a 

35 single bit; if the value of the bit is 0, this is a 
rental disc. If the value is 1, this is a disc for 
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sale. The authorization bit need not be encrypted* 
The key (including the modulus) (this is preferably the 
public key) is provided to decryptor 80 for purposes of 
decryption. The program identification is provided to 
5 a first comparator 90 as a first input thereof. The 
second input to comparator 90 is the decrypted program 
identification provided by decryptor 80 from the data 
read from the authorization medium. 

A second comparator 94 has as a first input the 
10 player identification from a read only memory (ROM) 98 
included in the player, providing a player 
identification number which may be for instance a 
number as small as two decimal digits but preferably 
would be somewhat higher. The second input to 
15 comparator 94 is the decrypted player identification 
from decryptor 80 from data on the authorization 
medium. The comparison function for comparing the 
program identification and player identification may be 
for instance logic circuit comparators comparing two 
sets of parallel bits. Alternatively, the comparison 
(and other functions described herein) may be carried 
out by equivalents such as a control program executed 
by the microprocessor typically present in disc 
players, in this case the microprocessor control 
25 program would take the two serial streams and perform a 
conventional bit-by-bit comparison. 

Each of comparators 90 and 94 provides, for 
instance, a high output if the comparison is a match 
i.e., the input data on the two inputs are identical. 
30 Similarly, each comparator 90 and 94 provides a low 
output signal if the inputs fail to match. 

The output signals of comparators 90 and 94 are 
then provided to an AND gate 102. Thus only if the 
output signals from both comparator 90 and comparator 
35 94 are high does AND gate 102 provide a high output 
signal. The output signal from AND gate 102 is the 
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first input to an OR gate 106. The second input to OR 
gate 106 is the authorization bit. Thus if this is a 
disc for sale, OR gate 106 receives a high input from 
the authorization bit. If the disc 14 is a rental 
5 disc, the authorization bit is 0 and the output of OR 
gate 106 is controlled by the output of AND gate 102. 
OR gate 106 then provides a play enable signal to, for 
instance, player electronics 66 (or to any other 
operating portion of the player) to enable operation 

10 thereof. Thus only if the output signal from OR gate 
106 is high will the player be enabled for operation, 
i.e. playing of the program portion of the disc 14. 
This enablement function can take any one of a number 
of forms in terms of which portions of the player are 

15 enabled. 

Thus it is to be understood that for a rental 
disc, only if the program identification recorded on 
the authorization medium of the disc matches the 
program identification on the optical portion of the 
disc, and additionally only if the player 
identification of the player matches the player 
identification recorded on the authorization medium, is 
the player operative for playing the disc. Thus the 
play enable signal, which is the output signal from OR 
25 gate 106, is needed to enable reading of any portions 
of the disc other than the initialization region. 

Digital video disc players are sophisticated 
devices providing high speed digital signal processing 
iie., have substantial embedded computing power. Thus 
it would be relatively inexpensive to include a small 
amount of additional program code to execute in 
software the functions illustrated in Figure 2 in the 
form of logic circuitry. Thus is to be understood that 
while Figxire 2 shows a logic circuitry (hardware) 
35 embodiment, conversion of these functions to such a 

computer program is relatively simple and well within 
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the skill of one of ordinary skill in the art in the 
light of this disclosure. 

Figure 3 shows a top view of a video disc 14 in 
accordance with the alternative embodiment of the 
invention. The video disc 14 includes a central hub 
region 112 which is used conventionally for 
mechanically holding the disc when being played. The 
optically recorded portion of the disc is the entire 
outer region 114 which contains optical tracks (not 
shown for clarity) . The added element to such a disc 
in accordance with the present invention is the narrow 
magnetic track 118 which in this case immediately 
surrounds the hub region. Track 118 has a magnetic 
coating similar to that for instance of magnetic tape 
or a floppy disc, for conventional magnetic recording 
and reading. Magnetic track 118 accommodates only 
approximately 100 bytes of data and hence may be 
recorded at low density. 

While the media referred to herein are digital 
video discs and video tapes, it is to be understood 
that this is not limiting. Other types of media are 
suitable such as a magneto-optical disc. The chief 
requirement is that the medium used in accordance with 
the invention have at least a small area suitable for 
recording (and subsequent rerecording) thereon by the 
TTRD, 

Figure 4 shows a VHS video tape cassette in 
accordance with a second version of the alternative 
embodiment of the present invention. This video 
cassette is conventional in all respects except that 
located on an exterior of the housing is a magnetic 
track 124. In this case, magnetic track 124 is shown 
on a side surface. However, it may also be on the 
other side surface or on the top or bottom surfaces. 
In any case, the magnetic track is on a surface which, 
when the cassette is inserted into a VCR, moves past a 
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magnetic read head located inside the VCR for purposes 
of reading the data recorded on the track 124. a 
similar magnetic head mechanism is used for writing the 
track 124 in the TTRD. Track 124 may be relatively 
short and record at a relatively low data density since 
it again only involves approximately 100 bytes of data. 

In this video cassette version, the information 
which in the video disc version is recorded on the 
optical portion of the disc is instead recorded on the 
video tape itself. This would be recorded e.g. on each 
frame or perhaps alternate frame in a convenient 
location so that the player can easily find this 
information without having to hunt for any particular 
location on the tape. 

Also in the videotape cassette version there is a 
problem that the program content is of course readily 
altered by proper equipment. Thus it would be possible 
for a hacker to alter the rental control bit, i.e. 
alter a rental corifirol bit from indicating rental to 
indicating this particular video cassette is intended 
for sale (not for rent) . This is undesirable since it 
defeats the entire rental security system. To prevent 
this, the rental control bit, instead of standing 
alone, is the first bit in a block of data all of which 
is encrypted using a private key and decryptable by use 
of a public key stored in the particular VCR player. 
The rest of the data in the block is important picture 
or other data. This would prevent such alteration of 
the rental control bit. 

Another version of the present system for video 
cassette tapes does not require provision of a magnetic 
recording area on the cassette housing or sprocket 
ends. Instead, a predetermined portion of the video 
tape is used for recording the encrypted program 
identification and player identification. This is less 
desirable since it would require rewinding of the tape 
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by the TTRD to find this particular predetermined area 
of the tape. 

In the event that this rental control system is 
adopted by the DVD standards setting bodies, an issue 
5 arises with respect to universal manufacturer 

compliance, since there is some added cost to each DVD 
player to implement this system, there is an incentive 
for any one particular manufacturer not to add the 
necessary circuitry and interface in order to gain a 
10 pricing advantage. The system as described herein does 
not require any special subsystem in a DVD player to 
allow rental discs (or tapes to play thereon. 

If universal compliance cannot for some reason be 
obtained through contractual arrangements between all 
15 manufacturers, a technical method in accordance with 
the invention will assure compliance by each 
manufacturer. One method, compatible with the system 
described herein, is to encrypt a small but important 
segment of the programmed data on each disc with a 
20 special movie-dependent encryption key into a range for 
the matching decryption key to be delivered to the 
player from the TTRD, via the authorization card. Any 
encryption decryption system may be used herein. 
Therefore in order to be able to play rental discs, 
25 non-compliant DVD players would need to contain all of 
the subsystems as described herein needed by complying 
players and thus the owners of non-complying players 
would also have to have disc rental transactions 
processed by legitimate TTRDs. This should remove any 
^0 incentives for manufacturers not to comply. 

In another version of the system with reduced 
security but enhanced "user friendliness," there is no 
player identification provided. That is, all players 
are identical (generic) so far as security is 
t5 concerned. Instead each player includes an electronic 
clock or equivalent which tracks the time and date, for 
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instance to the nearest hour, over the life of the 
product. Thus when the renter rents a disc, the TTRD 
at the rental store writes on the authorization card 
the movie identification and a rental date window, for 
5 instance 48 hours or 72 hours from the time of the 
rental . 

Then when the renter takes the disc and the 
authorization card home and puts both into his player 
to play the disc, the control circuitry in the player 

10 compares the movie identification from the disc to that 
on the authorization card, and also compares the date 
window on the authorization card to the current date 
and time according to its internal clock. The disc 
will only then be played if the date matches the 

15 current data and time, and the player identification 
matches . 

It is to be understood that the security in this 
version is less than that in the above described 
embodiments, since a hacker would be able to deduce the 

20 date window in the encrypted form and provide such a 
date window together with the movie identification in 
encrypted form without use of the authorized 
(legitimate) TTRD and write both of these pieces of 
information on the authorization card- However such 

25 hacker-type authorization would only be good for the 

particular date window which the hacker had obtained in 
encrypted form, i.e. a specific 48 or 72 hours. 

This disclosure is illustrative and not limiting; 
further modifications will be apparent to one skilled 

>0 in the art in the light of the present disclosure and 
are intended to fall within the scope of the appended 
claims. 
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What is claimed: 

1» A method for preventing playing of a 
prerecorded medium on an unauthorized player, the 
5 player including an authorization portion having a 
player identification stored therein, the method 
comprising the steps of: 

prerecording on the medium a program 
identification associated with contents of the 
10 medium; 

prior to playing the prerecorded medium on a 
particular player, authenticating the program 
identification associated with the contents of the 
medium and the player identification of the 
15 particular player; 

providing an authorization player; and 
recording the authenticated program 
identification and player identification on the 
authorization medium, thereby preventing playing 
20 the medium without use of the authorization 

medium. 

2. The method of Claim 1, wherein the step of 
authenticating includes encrypting by a private key of 

25 a public key encryption system, 

3, The method of Claim 1, wherein the 
authorization medixim is a memory card adapted for 
connection to a connection on the particular player. 



30 



4. The method of Claim 1, wherein the medium is 
an optically recorded video disc, and wherein the 
authorization medium is a magnetic recording area 
located near a center of the disc. 



35 
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5. The method of Claim i, wherein the medium is. 
a video tape cassette, and the authorization medium is 
a magnetic recording area located on the video cassette 
housing. 

5 

6. The method of Claim 1, wherein the step of 
recording includes magnetically recording, and wherein 
the authorization medium is a magnetic track on the 
medium and spaced apart from the prerecorded contents 

10 of the medivun. 

7. The method of Claim 1, further comprising the 
step of transmitting the program identification, 
accompanied by a time indication, to a remote location. 

15 

8. The method of Claim 1, further comprising, 
prior to the step of encrypting, reading the program 
identification from the medium. 

9. The methoff of Claim l, wherein the step of 
prerecording includes prerecording on the medium an 
authorization indication. 

10. The method of claim 9, wherein the 

25 authorization indication is concatenated with other 
data and encrypted. 



11. The method of Claim 1, wherein the step of 
prerecording includes prerecording on the medium a key 
encryption number for the step of encrypting. 

12. An apparatus for authorizing a prerecorded 
medium for play on an particular player, the player 
including an authorization portion having a player 
identification number stored therein, and the 
prerecorded medium having a contents portion including 
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prerecorded program material and including a program 
identification, the apparatus comprising: 

a medium reader portion capable of reading 
from the contents portion of the medivim; 

an encryptor operatively connected to the 
medium reader portion, thereby receiving the 
program identification; 

an input terminal for receiving a particular 
player identification, the input terminal also 
being operatively connected to the encryptor; 

a memory storing an encryption key, the 
memory being connected to the encryptor; and 

a writing circuit adapted for writing on an 
authorization medium, the writing circuit 
receiving from the encryptor the program 
identification and the player identification in 
encrypted form and writing both on the 
authorization medium. 



20 13. The apparatus of Claim 12, wherein the memory 

stores a plurality of encryption keys, each being a 
private key of a public key encryption system. 

14. The apparatus of Claim 13, wherein each 

25 encryption key has a unique address in the memory, and 
fxirther comprising means for receiving a memory address 
from the medium reader portion and selecting from the 
memory an encryption key corresponding to the received 
memory address. 

30 

15. The apparatus of Claim 12, wherein the 
writing circuit writes to a memory card adapted for 
connection to the writing circuit. 

35 16. The apparatus of Claim 12, wherein the medium 

reader portion is an optical video disc reader, and 
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Wherein the writing circuit records on an authorization 
area located near a center of the optical video disc, 

17. The apparatus of Claim 12, further comprising 
a transaction reporting portion connected to the medium 
reader portion, and receiving the program 
identification therefrom* 



18. The apparatus of Claim 16, wherein the 
10 writing circuit includes: 

a coder portion connected to the encryptor; 
an amplifier connected to the coder portion; 

and 

a magnetic recording head connected to the 
coder and positioned adjacent the authorization 
area of the medium. 

19. A method for authorizing playing of a 
prerecorded medium on a player, the prerecorded medium 

20 having a contents portion including prerecorded program 
contents, a program identification, and a decryption 
key, the method comprising the steps of: 

reading from the contents portion the program 
identification and the decryption key; 
25 reading from an authorization medium an 

encrypted program identification and player 
identification; 

decrypting the program identification and the 
player identification read from the authorization 
30 medium; 

comparing the decrypted program 
identification and player identification to 
respectively a player identification stored in the 
player and to the program identification read from 
35 the contents portion; and 

if both comparisons indicate a match. 



-37- 



wo 96/35987 



PCTAJS96/08354 



enabling operation of the player to play the 
prerecorded medium. 

20. The method of Claim 19, wherein the 
5 decryption key is a public key of a public key 

encryption system. 

21. The method of Claim 19, wherein the 
authorization medium is a memory card adapted for 

10 connection to the player. 

22. The method of Claim 19, the contents portion 
of the prerecorded medium including an authorization 
indication, and further comprising the step of enabling 

15 operation of the player if the authorization indication 
so indicates. 

23. The method of Claim 19, wherein the 
authorization indication is encrypted together with 

20 other information, and further comprising the step of 
decrypting the authorization indication. 

24 • The method of Claim 19, wherein the 
prerecorded medium is an optical video disc, and the 
25 step of reading from the authorization medium includes 
reading magnetically from an authorization area near a 
center of the optical video disc. 

25. The method of Claim 19, wherein the 
30 prerecorded medium is a video tape cassette, and the 

step of reading from the authorization medium includes 
reading from an authorization area on the tape cassette 
housing as the cassette is inserted into the player. 

^5 26. A player for playing recorded media, each 

medium having a content portion including prerecorded 
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program contents, a program identification, and a 
decryption key, the player comprising: 

a prerecorded medium reader portion; 
a control portion connected to the medium 
reader to receive therefrom the decryption key and 
the program identification; 

a reading circuit adapted for reading from an 
authorization medium; 

a decryptor connected to the reading circuit 
and to the control portion, providing a program 
identification and a player identification read 
from the authorization medium in decrypted form to 
the control portion; 

a first comparator connected to the decryptor 
and to the control portion, thereby comparing the 
decrypted program identification to the program 
identification from the content portion of the 
medium; 

a memory storing the player identification; 

a second comparator connected to the 
decryptor and to the memory, thereby comparing the 
decrypted player identification to the player 
identification stored in the memory; and 

logic connected to the first and second 
comparators, providing a signal enabling playing 
of the program contents of the medium if both 
comparators indicate a match. 



27. The player of Claim 26, wherein the 
30 decryption key is a public key of a public key 

encryption system. 

28. The player of Claim 26, wherein the contents 
portion of the prerecorded medium includes an 

35 authorization indication, and wherein the control 
portion includes an enablement element providing a 
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signal enabling playing of the program contents of the 
prerecorded medium in response to the authorization 
indication. 



10 



29. The player of Claim 28, wherein the 
authorization indication is also encrypted, and further 
comprising, in the control circuit, means for 
decrypting the authorization indication. 

30. The player of Claim 26, wherein the 
authorization medium is a memory card, and the reading 
circuit is adapted for connection to the memory card. 

31. The player of Claim 26, wherein the 

15 prerecorded medium is an optical video disc, and the 
reading circuit includes a magnetic head positioned 
adjacent a center of the video disc when the video disc 
is in the player, the authorization medium being at the 
center of the video disc. 

"20 

32. The player of Claim 26, wherein the 
prerecorded medium is a video tape cassette and the 
authorization medium is on an outside surface of the 
video tape cassette, and wherein the reading circuit 

25 includes a magnetic reading head positioned to read the 
authorization medium as the video tape cassette is 
inserted into the player. 

33. The player of Claim 26, the reading circuit 
30 including: 

a magnetic head; 

an amplifier connected to the magnetic head; 
a data decoder connected to the amplifier; 

and 

35 an error correction portion connected to the 

data decoder. 
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34. A method for authorizing playing of a 
prerecorded medium on a player, the prerecorded medium 
having a contents portion including prerecording 
program contents, a program identification and a 

5 decryption key, the method comprising the steps of: 

reading from the contents portion the program 
identification and the decryption key; 

reading from an authorization medium an 
encrypted program identification and time window; 
10 decrypting, using the decryption key, the 

program identification and the time window from 
the authorization medium; 

comparing the decrypted program 
identification and time window to respectively the 
15 program identification read from the contents 

portion and a time kept by the player; and 

if both comparisons indicate a match, 
enabling operation of the player to play the 
prerecorded medium, 

20 

35. A player for playing recorded media, each 
medium having recorded thereon program identification 
in encrypted form, a content portion including 
precorded program contents, and a decryption key, the 

25 player comprising: 

a prerecorded medium reader portion; 
a control portion connected to the medium 
reader to receive therefrom the decryption key and 
the program identification; 
30 a reading circuit adapted for reading an 

authorization medium having the program 
identification and a time window written thereon 
in encrypted form; 

a decryptor connected to the reading circuit 
35 and to the control portion, providing the program 

identification and time window in decrypted form; 
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a first comparator connected to the decryptor 
and to the control portion, thereby comparing the 
decrypted program identification to the program 
identification from the content portion; 

a clock; 

a second comparator connected to the 
decryptor and to the clock, thereby comparing the 
decrypted time window to a time indicated by the 
clock; and 

logic connected to the first and second 
comparators, providing a signal enabling playing 
of the program contents of the prerecorded medium 
if both comparators indicate a match. 

36* A video disc, comprising: 

an optically recorded content portion 
including prerecorded video material and an 
initialization region, the initialization region 
including a data decryption key, a program 
identification identifying the prerecorded video 
material, and a play authorization indication; and 
a magnetic track, the magnetic track being at 
a predetermined location on the disc relative to 
the optically recorded content portion, the 
magnetic track including sufficient area to record 
the program identification and a player number. 

37. A video tape cassette, comprising: 
a cassette housing; 

a length of video tape mounted on two 
spindles inside the housing; wherein recorded on 
the tape, in addition to prerecorded video 
material, are a data decryption key and a program 
identification of the prerecorded video material; 
and 

fixed on one of two locations, selected from 
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a group consisting of an exterior of the housing 
and an end of one of the spindles, is a magnetic 
recording track of a length sufficient to record 
the program identification and a player 
5 identification. 
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^) Circuit d'interfa^e pour recepteur d'infbnmatlons radiodiff usees de guidage pour automobilistes. 



{57) L'invention conceme un drcurt d'interfagage pour la 
mTse en ceuvre d'un systeme dans lequel une sequence 
d^filante d Informations est diffus^e par voie hertzienne par 
un proc^6 tel que le RDS. 

Ce circuit (100) e^ reli6 d I'autoradto (200) et d des 
moyens (300) de traitement num^rique des donnSes, et 
comprena un premier 6tage reoevant en entree, en prove- 
nance de I'autoradio. d'une part un signal d'horloge et d'au- 
tre part les informations de signal num^nque sous fonme 
d'un flux serie de donn6es synchrone et delivrant en sortie 
ces m§mes Infbnmations de signal num^rique sous forme 
d'un flux de donnees parallele asynchrone, ce premier 
§tage comprenant deux regi^res d d^calage sembtables et 
des nK)yens de convnande operant de telle sorte que les 
registres soient charge successivement et altemativement 
par des portions du flux de donnees synchrone, le contenu 
de Tun des registres 6tant. aprds achdvement du charge- 
ment, lu sous fome parallele pendant que Tautre registre 
est en cours de chargement, et inversement, les infonma- 
Uons en sortie de ce premier etage etant ensuite decodees 
et discrimin^es par les moyens de traitement delivrant k 
des moyens d'affichage (400) des signaux COTespondants. 

Tr§s avantageusement, le drcutt comprend en outre un 
second ^tage recevant en entree le flux de donnees paral- 
l^e asynchrone d61rvr6 par le premier ^ge (110) et d^i- 
vrant en sortie un flux de donnSes seHe asynchrone 
contr6l6 aux normes RS-232C pour Emission vers les 



moyens de traitement 
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Circuit d'interfagage poiir receptexir d'mformatlons 
radiodiffosees de goidage pour automobilistes 

La pr^ente addition conceme un perfectionnement au 
5 syst^me de coUecte et de diffiision dinformatiozis pour automobi- 
listes d^crit dans le brevet principal 89-01390. 

Ce brevet proposait en particulier ddmettre une 
sequence ddfilaate d'informations di£Eus6e par voie hertzienne par 
un proc6d6 de difiEiision de donnSes numeriques a sous-porteuse 
10 ajout^e k un signal d'^iaission de radiodiCEiision^ les recepteurs a 
bord des vehicules 6tant des r&epteurs de radiodiBEixsion 6quip6s 
d'un dScodeur assurant la separation des informations de signal 
numeiique d'avec le signal de programme audio. 

Un syst^me caract^ristique de diSusion des donnees 
15 numeriques par un tel procddS est le systeme RDS (Radio Data 
SystemX qui autorise la difl&ision de donnees numeriques par radio 
en modulation de frequence conformement k tin certain nombre de 
specifications bien definies. 

Comme on Tavait mentionn6 au brevet principal, Tun 
20 des interets majexrrs du systfeme RDS est de pouvoir etre utiEse par 
de simples autoradios equip^es d'un decodeur approprie, et dont 
divers modeles sont actuellement dispordbles ou en couars de deve- 
loppement. 

Pour utaiser leSfiAformations de guidage diffiisees par le 
25 systeme du brevet prradpal, il sufifit alors de relier k la sortie de 
donn6es nxmieriques de I'autoradio un boitier comportant les circuits 
et moyens de commande appropries. 

La pr^sente addition a predsement pour objet un circuit 
d'interfefage permettant d'adapter les signaux delivres par Tauto- 
30 radio et de mettre en oeuvre les fonctions approprides par des 
moyens dmples. 

Plus predsement, Tun des buts de la prSsente addition 
est de proposer xm circuit dinterfeifage qui permette de feire 
ex^cuter la totality des fonctions logidelles necessaires par des 
35 moyens pr^existants tels qu'un circuit k microcalculateur coxnam- 



2 



2651352 



ment disponible ou un micro-ordinateur « compatible » du commerce, 
eventuellement simplifi^ poxir n'ea conserver que les 616ments 
essentiels (carte logique). 

Trfes avantageusement, le circuit d'interfafage de rinven- 
tion comportera egalement des moyens permettant, a partir de 
signaux deKvres par le microcalculateur, de piloter un afficheur tel 
qu'une barrette de caracteres alph anum6riques a cristaux liquides. 

On voit ainsi que seul le circuit d'interfapage de Tinven- 
tion sera sp^dfique, la totalite des autres elements (autoradio, 
microcalculateur et afiScheur) etant des elements standards dispo- 
nLbles dans le commerce et produits en grande s6rie, done de trfes 
bas cout 

Par ailleurs, on verra que, dans un mode de realisation 
prefiSrentiel, le circuit d'interfagage de Tinvention communique 
suivant la norme RS-232C avec le microcalcialateur (en emission 
vers celui-ci pour lui transferer les donates brutes k traiter, et en 
reception pour recevoir les donnees k presenter sur. TaBScheur) ; 
cette norme est ime norme d*usage universel, qui pennettra done de 
faire cooperer le circuit d'interfapage de Tinvention et son autoradio 
associe avec une tres grande vari6t6 de microcalculateurs sans 
n^cessiter aucune adaptation particuli^re du circuit, les setiles adap- 
tations 6tant des adaptations logicielles internes au microcalcula- 
teur et done aisles k metfxe en oeuvre. 

Selon Tinvention, le circuit est caract6ris§ en ce qu'il est 
reli6 a Tautoradio et a des moyens de traitement niam^rique des 
donnees et en ce qu'il comprend un premier 6tage recevant en 
entree, en provenance de Tautoradio, d'une part un signal dliorloge 
et d'autre part les informations de signal numlrique sous forme d'un 
flux s^rie de donn&s synchrone s6quenc§ sur ce signal d'horloge et 
d^livrant en sortie ces memes informations de signal ntun^rique 
sous forme d'un flux de doim6es parallele asynchrone, ce premier 
itage comprenant dexxx registres a d^calage semblables et des 
moyens de commando operant de telle sorte que les registres soient 
charg& successivement et altemativement par des portions du flux 
de donnees synchrone, le contenu de Tun des registres 6tant, apres 
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achevement du chargemeut, lu sous forme parallfele pendant que 
Tautre registre est en cours de chargement, et inversement, les 
informations en sortie de ce premier 6tage 6tant enstdte d^codfies et 
discrimin^es par les moyens de traitement d^livrant anx moyens 
5 d'affichage des signaux correspondants. 

Tres avantageusement, le circuit d'interfapage comprend 
en outre un second 6tage recevant en entree le flux de doim^es 
parallele asynchrone delivre par le premier 6tage et d^Kvrant en 
sortie un flux de donn6es s6rie asynchrone contrSle aux normes RS- 
10 232C pour Emission vers les moyens de traitement. 

Dans ce cas, de preference, le second 6tage refoit en outre 
en entree, depuis les moyens de traitement, un flux de donnfies s6rie 
aux normes RS-232C et transforme ce flux s6rie regu en im flux 
parallele propre a controler les moyens d'afifichage. 

15 

0 

On va maintenant donner un exemple detaille de r6aKsa- 
tion de Tinvention, en reference aux dessins annexes. 
20 La figure 1 est une vue sch^matique d'ensemble du 

circuit d'interfeifage de I'invention et des difKrents organes avec 
lesquels il coopfere. 

La figure 2 est une representation sch^matique interne 
du circuit d'interfajage de I'invention montrant les deux stages 
25 utilises et les dififerents connecteurs. 

La figure 3 est un chronogramone montrant revolution 
dans le temps des divers signaux de commande produits par le 
premier etage du circuit d'interfapage de Tinvention. 

La figure 4 montre le detail des elements constituant le 
30 premier Stage du circuit dinterfejage de Tinvention. 

La figure 5 montre le detail des elements constituant le 
second etage du circuit d'interfagage de I'invention. 
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La figure 1 est une vue g6n6rale de rensemble des 
616inents permettant la reception et Taflfichage des informations de 
guddage constituant la partie de reception, mont6e a bord des v6hi- 
cules, du systeme de difl&ision d'infonnations de guidage expose au 
5 brevet principal, auquel on se reportera poxir de plxis amples details. 

Get ensemble s'organise autour d'lm circuit d'interfaf age 
sp^dfique 100 qui feit Tobjet de la pr6sente invention ; ce circuit 100 
ref oit des informations en provenance de la sortie de donn6es num6- 
riques (« voies de donn^es k utilisation exteme » rlatiR la tenoino- 
10 logie de la norme RDS) d'une autoradio 200, qxn est une autoradio 
du commerce, non modifi^e, 6quip6e de circuits RDS permettant 
d'assurer la separation entre des donntes audio et des donn^es 
nxmieriques transmises simultanement par une meme station de 
radiodifEusion. 

15 Le circuit d'interfagage 100 6met et refoit des donnees en 

direction et en provenance de moyens de traitement 300, qm 
peuvent etre constitues d'un micro-ordinateur dassique (par 
exemple de type dit « compatible »), non modifi§ ou bien simplifie 
pour n'en conserver que les elements essentiels (carte logique 

20 uniquement, c'est-a-dire comprenant Tunite centrale, les m6Daoires 
vive et morte et leurs circuits de commando, les drcuits permettant 
de commimiquer avec le monde ext^rieur) ; les moyens de calcul 300 
peuvent etre ^galement constitues d'lme carte comportant im circuit 
microcalculateur de type^ classique, architecture egalement de fajon 

25 dassique. 

Les moyens de calcul 300 peuvent avantageusement etre 
reliis a un circuit de synthese vocale 310 deKvrant des messages 
directement perceptibles par le conducteur sur un haut-parleur 311 . 

Les informations de guidage rentier ou urbain sont ^gale- 

30 ment afSchees sur un afficheur 400, par exemple une barrette de 
caract^res alplianumeriques a cristaux Hquides, pilots de preference 
par des signaux deKvres par les moyens de calcul 300 via le circuit 
d'interfeifage 100 (ce circuit agissant alors en reception vis-a-vis des 
moyens de calcul 300). 

35 Les donnees de parametrage par le conducteur (choix de 
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litm^raire, demande de situation pour un noeud de circulation 
particufier, etc.) sont introduites directement dans les moyens de 
calcxal 300 par exemple par nn pav6 num^rique 320. 

La figure 2 montre de fafon sch^matique la structure 
interne du circuit d'interfapage 100. Celui-d comprend essentielle- 
ment deux stages 110, 120 et trois connecteurs 111, 121 et 122. 

Le role du premier etage 110 est essentiellement de rece- 
voir, via le connecteur 111, le flux de donn^es en provenance de Tau- 
toradio 200 et de transformer ces donn^es, qui arrivent sous forme 
d'un fliox de donnees s6rie synchrone en un flux de donn6es parallMe 
asynchrone stir nn bus 115. 

Le second 6tage 120 assure deux fonctions. 

En premier lieu, il re?oit le flux de donnees parallele 
asynchrone produit par le premier 6tage 110 et transforme ce flux 
en un flux de donnees s6rie asynchrones aux normes RS-232C pour 
Emission vers les moyens de calcul 300. 

En second lieu, il repoit des moyens de calcul 300 des 
signaiix aux normes RS-232C qui correspondent aux seules informa- 
tions devant etre delivrees au conducteur, c'est-a-dire apres filtrage, 
correction d'erreur et discrimination ; I'^tage 120 convertit ce flux de 
doimees serie RS-232C en signaux paralleles appKqu^s, via le 
connecteur 122, aux differentes bomes de rafiScheur 400 en assu- 
rant les adaptations n6cessaires pour que ces signaux soient rendus 
compatibles avec les entrees de TaflScheur 400. 

On va maintenant decrire en detail la structure des deux 
stages 110 et 120, respectivement en reference aux figures 4 et 5. 

Le premier etage 110, illustre de fapon simplifiee figure 4 
(seuls ont 6t6 representees les lignes correspondant aux difl6§rents 
signaux logiques produits, abstraction feite des lignes de masse, 
d'alLmentation, etc.). 

Get 6tage refoit de Tautoradio, par le connecteur 111, 
d'une part un signal CLK qui est le signal de Thorloge assod^ au 
signal EDS et dont la firequence est de 1187,5 Hz (c'est-a-dire la 
firequence de la sous-porteuse EDS, 57 kHz, divisee par 48), et 
d'autre part im signal DATA qui constitue Tinformation EDS 
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proprement dite. Conformement aux normes RDS, ce signal DATA 
est iin signal logique dont la valeur (0 ou 1) pourra changer durant 
le flanc montant du signal CLK ; les deux signaux CLK et DATA 
sont des signaux compatibles TTL Qe zero logique correspondant a 
5 z6ro volt et le un logique correspondant k cinq volts) qui peuvent 
done directement attaquer les di£F6rents circuits de V6tage 110. 

L*6tage 110 va transformer le signal s6rie DATA k 
1187,5 bits/s, synchrone avec le signal CLK, en une information 
parallfele sur huit bits, asynchrone, sur un bus interne 50. 

10 Du fait du fonctionnement asynchrone, il serait normale- 

ment impossible de garantir que Tensemble des informations RDS 
disponibles en sortie de Tautoradio seront finises sans perte sur le 
bus 115 puis vers les moyens de calcul. 

Afin de rem6dier a cet inconvenient, Tetage 110 pr6voit 

15 deux circuits semblables 113, 114 et 113*, 114*, respectivenaent, 
conmiand^s par un circuit 112 assurant le basculement entre ces 
deux circuits semblables. L'etage 110 potirra done, simtdtanement, 
recevoir Tinformation EDS et la transferer sur le bus 116 sans perte, 
les deux circuits semblables fonctionnant en mode « doiible tampon » 

20 ou « ping-pong ». 

Plus precisement, les donnees arrivant sur la borne 
DATA du coimecteur 111 sont appliquees a chacune des entrees de 
donnees de deux registres a decalage 113, 113' (par exemple, des 
HC 164) deKvrant en sortie huit bits simultan^s appliques k un 

25 registre tampon respectif 114, 114' (par exemple, des HC 241) dont 
les sorties sont reliees k am bus commun 115. Les registres k deca- 
lage 113, 113' et les tampons 114, 114* sont controles par un drcuit 
de commando 112 recevant en entree le signal CLK d'horloge RDS et 
delivrant en sortie aux registres a decalage 113, 113* des signaux 

30 d'horloge modifies CLKl et CLK2 (LQustres sui le chronogramme de 
la figure 3) et aux tampons 114, 114' des signaux de con^iiande Q et 

Q/. 

Conome on peut le voir sur le chronogramme de la figure 
3, le signal d'horloge CLK est tout d'abord divis6 par huit par le divi- 
35 seur ICl (par exemple, un HC 161) ; ce signal divis6, ainsi que son 
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signal compl^mente correspondant, sont ensuite ajoutes logique- 
ment au signal CLE potir produire les signatix CLKl et CLK2 appli- 
ques respectivement atrs: registres a d^calage 113 et 113'. 

On voit ainsi que, pendant une p6riode de liuit impul- 
sions dTiorloge, on assurera le sfiquCTicement du registre ^ d^calage 
113 mais non celui du registre k d6calage 113*, et inversement 
pendant la p6riode suivante de huit imptdsions dhorloge. 

Pendant que Tun des registres k d^calage (par exemple, 
le registre k decalage 113) est sequence, et done en cours de charge- 
ment, Tautre registre (dans ce cas, le registre 113*) est lu en sortie 
par Tintermediaire de son 6tage tampon (id, 114') qui est alors 
actLv6 par les signaux Q et Q/produits 6galement par le circuit 112 : 
la sequence de huit bits qui avait et6 charg6e dans le registre k deca- 
lage 113 au cours de la p6riode de huit impulsions dTiorloge imm^- 
diatement pr^c^dente est ainsi appliqu^e, en parallele, sur le bus 
115 ; pendant ce temps le tampon 114, dont les entrees de 
commande Q et Q/ sont inversdes par rapport a celles du tampon 
114*,verra sa sortie ndse en haute impedance potir ne pas perturber 
le fonctionnement de Tautre registre 114' et done les informations 
appliquees sur le bus 115 Qes sorties des tampons 114, 114' sont des 
sorties en logique « trois etats »). 

Les differents circuits ICl a IC5 constituant le circuit de 
commande 112 sont des bascules et inverseurs en eux-memes dassi- 
ques (par exemple ICl : HC 161, IC2 : HC 138, IC3 : HC 74, IC4 : 
HC 04 et IC5 : HC 08) configures de maniere a produire les difif6- 
rents signaux de commande CLKl, CLK2, Q et Q/ suivant la 
sequence expliqude plus haut ; la combinaison des difKrents circuits 
r6sulte de maniire directe des fi)nctions propres de ceux-ci et ne sera 
pas d^crite dans le detail. 

La figure Srmontre le detail du second etage 120. 

La fonction premiere de ce second etage 120 est de trans- 
former les donnees parallfeles pr^sentes sur le bus interne 115 en 
donnees serie transmises vers des moyens de calcul ext6rieurs 300 
conformement a la norme tmiverselle RS-232C via le connecteur 
121. 
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A cet eflfet, on utiEse im circuit UART (Universal Asyn- 
chroTwus Receiver-Transmitter : 6metteui/r6cepteur asynchrone 
imiversd) 123, par exemple tm AY3-1015 configure de maniere 
appropii^e, de mardfere a d61ivrer sur ime borne TXD (Transmit 
5 Data : emission de donndes) un flux de donates s6rie asynchrone a 
une cadence determinfie par une base de temps 124 r6gl6e a une 
frequence compatible avec les possibiIit6s des moyens de traitement 
300, par exemple nne cadence de 9600 bits/secondes. 

LTJART 123 est param6tre par un jeu de commutateurs 
10 125 pennettant de determiner le nombre de bits renvoye (5,6,7 ou 8), 
Texistence ou non d'un controle de parity et, si tel est le cas, le carac- 
tfere pair ou impair de la parity). 

L'autre fonction de T^tage 120 est de recevoir des 
donnSes en provenance des moyens de calcul 300, egalement sotxs 
15 forme d'un flux s6rie k la norme RS-232C, et de transformer ce flux 
serie en doim^es paralleles permettant, via le connecteiir 122, de 
coimnander rafiRcheur a cristaux liquides. 

On utilise le meme circuit UART 123, mais fonctioimant 
en recepteur de signaux ; les signaux repus sur la borne EXD 
20 Qteceive Data : reception des donates) du connectetir 121 sont 
adapt^s en niveau et en impedance par un etage 126 et appliques 
directement k lUART 123, qui d^livre directement en sortie, sur ses 
bomes RDO a RD7, les huit bits servant a rafSchage des doim^es. 
Ces huit bits comprennent par exemple quatre bits de doim^es (xm 
25 octet etant alors transfer^ en deux fois) et trois bits de contr61e, un 
bit restant inutilis& Ces signaux sont appliques directement a la 
barrette k cristaux Hquides via un simple tampon 128 (par exemple, 
un 74LS24IX 

LTJART 123, et done le drcuit d'interfagage de Tinven- 
30 tion, peut fondionner soit de fagon* autonome soit sous le contrSle 
des moyens de calcul 300. 

Dans ce dernier cas, on utilise les signaux C5TS (Clear To 
Send : pret k 6mettre) et RTS (Request To Send : demande d'emis- 
sion) de la norme RS-232C. Le signal (JTS, refu en provenance des 
35 moyens de calcul 300, et le signal RTS, 6mis en direction des moyens 
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de calcul 300, sont g&ces a Tegard de ITTART 123 par im drcmt 
127 ; ce circuit est, ea lui-meme, d'un schema dassique pr6conis6 
pour un UART de type AYS-IOIS, et on ne le deaira done pas en 
detail. 

On notera simplement que, pour le mettre en service, il 
sera necessaire d'ouvrir la connexion 129, qm permet d'assurer la 
commutation entre un fonctionnement autonome de T^tage 120 
Oiaison 129 etablie) et un fonctionnement non autonome, avec 
^change des signaux RTS et C5TS (liaison 129 supprimee) sous le 
controle des moyens de calcul 300. 

On va maint^ant d^crire brievement la maniere dont 
les signaux transmis par le circuit d'interfeLfage de Tinvention aux 
moyens de calcul sont trait^s par ces demiers. 

On notera que Fensemble des fonctions logidelles est 
execute par ces moyens de calcul, et done que le circuit d'interfajage 
de I'invention — qui est le seial sous-ensemble spSdfique de Ten- 
semble de reception — est charge de TexScution de seules fonctions 
materielles, ce qui permet d'en r^duire d'autant le coiit et la 
complexite. 

Pr^alablement, les moyens de calcul dialoguent avec le 
conducteur en posant sur raflScheur un certain nombre de questions 
axixquelles le conducteur pourra ripondre en appuyant sur les 
touches d*rui pav6 num€rique 320. On pourra notamment repertorier 
les differents noeuds de circulation importants par des codes nume- 
riques donn6s par une carte ou ime table mise a disposition du con- 
ducteur. 

Par exemple, le conducteur pourra demander la selection 
des infoimations correspondant a tm itin^raire donn6 en indiquant 
le point de depart et le point d'arrivee (les moyens de calcul se char- 
geant alors de determiner les tronfons et noeuds de circulation 
importants correspondants), ou bien introduire un num6ro de 
tronfon ou de noeud de circulation unique pour obtenir les informa- 
tions concemant ce seul point. 

Aprfes ce dialogue, les moyens de calcul vont effectuer le 
traitement proprement dit des signaux delivrds par le circuit 
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d*interfafage 100. 

Tout d'abord, dans le flot contiiiu de dorm^es qui leur est 
transnris de maniere asynchrone, ils vont effectuer une recherche du 
debut de la trame et assurer un calage et une synchronisation sxir 
5 celtd-d ; la nonne EDS pr6voit k cet eflfet, dans chaque bloc de 104 
bits, qttatre trames de 26 bits comprenant chacune 16 bits de 
donn6es proprement dites et 10 bits de controle et de synchronisa- 
tion configures de fagon bien precise. Ce sont ces bits de controle et 
de synchronisation que les moyens de calcul vont rechercher dans le 

10 fLvx ininterrompu de donn^es qu*ils regoivent, afin de pouvoir 
extraire les difiGSrents mots de donn^es successifs de chaque trame 
EDS successive transmise. 

On opere ensuite vn controle d'erreur et, 6ventuellement, 
une correction lorsque celle-d est possible (on utilise en effet des 

15 codes redondants de detection des erreurs). 

On verifie ensuite, d'aprSs les informations didentt&ca- 
tion de la station contenues dans le flux de donn6es EDS,- que Ton se 
trouve bien sur la bonne station, c*est-a-dire sur celle qiri emet les 
donnees de guidage des automobilistes et non sur une autre station 

20 qui n*emet pas de telles doim6es. En cas d'erreur, un message est 
applique a TafScheur 400 pour demander au conducteur de modifier 
Taccord de son autoradio. 

On op^re ensuite le decodage sp^dfique proprement-dit : 
tout d'abord, on extrait du flux de donnees EDS les seules informa- 

25 tions qui concement le guidage, en filtrant toutes les autres infor- 
mations syst^matiquement ou optionneUement transmises par le 
systfeme EDS (nom de la station, frequence des emetteiurs les plus 
proches, identification en dair de F^metteur, date et heure, informa- 
tions deradiotexte, etc.). 

30 Ensuite, panni I'ensemble de ces donnees de guidage, on 

extrait les seules informations qui concement le ou les tron9ons ou 
noeuds de drculation pr^alablement s^lectionnSs au moment du 
dialogue avec le conducteur. 

L'^tat des noeuds ou des tron9ons ainsi s^lectionn^ est 

35 alors transmis en dair au conductexn: stir Tafficheur 400 et/ou par 
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des moyens a synthase vocale (circuit 310 de la figure 1) directement 
pilotes par les moyens de calcul 300. 

On peut ainsi afficher Tidentification en dair du tronfon 
ou du noeud de drculation, suivie de son 6tat correspondant, 6gale- 
ment en dair ; par exemple, les 6tats peuvent etre : «flidde», 
« ralenti », « dense » ou « bouchon » (valeurs g6nerees automatique- 
ment par le systeme de collecte des donn^es), « deconseiUe » ou 
<c interdit » (6tats forpables depuis un poste de conimande), ou un 
6tat <c non renseign6 ». 

De telles informations peuvent Stre aisement pr€sent6es 
sur un afiScheur, d'un type couramment disponible, de 1 ou 2 Kgnes 
de 40 caracteres alphanum&iques. 
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REVENDICATIONS 

1. Un circuit d*mterfapage poxir la mise ert oeuvre d'un 
systeme selon rtuie des revendications du brevet principal, systfeme 
dans lequel une sequence ddfilante d'infonnations est diffias6e par 
voie hertzienne par un precede de diflRision de donn^es numeriques 
k sous-porteuse ajout6e h un signal d'emission de radiodiflEusion, les 
rficepteurs k bord des v6hicules 6tant des autoradios ^quip6es d'un 
decodeur assiurant la separation des informations de signal num^ 
rique d'avec le signal de programme audio, 

circuit (100) caracteris^ en ce qu* il est relie au rdcepteur 
de radiodiffiision (200) et k des moyens (300) de traitement nume- 
xique des donndes, et en ce qu'il comprend un premier etage (110) re- 
cevant ea entree, en provenance de Tautoradio, d'une part un signal 
d*horloge (CJLK3 et d'autre part les informations de signal num&ique 
(DATA) sous forme d'un flux s6rie de donnees synchrone s6quenc6 
sur ce signal dtorloge et delivrant en sortie ces m§mes informations 
de signal niimgrique sous forme d'un flux de donnees parallfele asyn- 
chrone, ce premier etage comprenant deux registres k d6calage (113, 
113') semblables et des moyens de commande (112) operant de teUe 
sorte que les registres soient charges successivement et altemative- 
ment par des portions du flux de donnees synchrone, le contenu de 
Tun des registres etant, apres achfevement du chargement, lu sous 
forme paralldle pendant que Tautre registre est en cotirs de charge- 
ment, et inversement, 

les informations en sortie de ce premier etage €tant 
ensuite dicod^es et discrimin^es par les mojrens de traitement d&i- 
vrant k des moyens d'afifichage (400) des signaux correspondants- 

2. Le drctdt d'interfagage de la revendication 1, compre- 
nant en outre un second etage (120) recevant en entree le flux de 
donnees parallfele asynchrone d41ivr6 par le premier itage (110) et 
dflivrant en sortie un flux de donnees s^rie asynchrone (TXD) con- 
trol6 aux normes RS-232C pour emission vers les moyens de traite- 
ment. 
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REVENDICATIONS 

1. Un circuit d'interfagage pour la inise en oeuvre d!\m 
systfeme selon Tune des revendications du brevet pidncipal, systfeme 
5 dans lequel une sequence ddfilante d'infonnations est diffus^e par 
voie hertzienne par un precede de diffiision de donates num&iques 
k sous-porteuse ajout^e h un signal d*&nission de radiodifEiision, les 
r6cepteurs k bord des v6hicules etant des autoradios ^quipees d'un 
decodeur assurant la separation des informations de signal numS- 

10 rique d'avec le signal de programme audio, 

circuit (100) caracterise en ce qu* il est reKe au r^cepteur 
de radiodififiision (200) et k des moyens (300) de traitement nume- 
xique des doim6es, et en ce qu'il comprend un premier etage (110) re- 
cevant en entree, en provenance de Tautoradio, d'une part un signal 

15 dhorloge (CLE) et d'autre part les informations de signal num6rique 
(DATA) sous forme d'un flux s§rie de donnees synchrone s6quenc6 
sur ce signal d'horloge et delivrant en sortie ces m§mes informations 
de signal nuinerique sous forme d'un flux de donnees parallMe asyn- 
chrone, ce premier 6tage comprenant deux registres k dScalage (113, 

20 113*) semblables et des moyens de coxmnande (112) operant de telle 
sorte que les registres soient charges successivement et altemative- 
ment par des portions du flux de donnees synchrone, le contenu de 
Tun des registres etant, apr^s ach^vement du cfaargement, lu sous 
forme parallSle pendant que Tautre registre est en cours de charge- 

25 ment, et inversement, 

les informations en sortie de ce premier etage §tant 
ensuite d^cod^es et discrimin^es par les moyens de traitement ddU- 
vrant k des moyens d'afRchage (400) des signaux correspondants. 

30 2. Le circuit d'interfagage de la revendication 1, compre- 

nant en outre un second etage (120) recevant en entree le flux de 
donnees parall^le asynchrone d61ivr6 par le premier 6tage (110) et 
dflivrant en sortie un flux de doimees s6rie asynchrone (TXD) con- 
tr616 aux normes RS-232C pour emission vers les moyens de traite- 

35 ment. 
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3. Le circuit d'interfagage de la revendication 2, dans 
lequd le second etage (120) repoit en entree, depuis les moyens de 
traitement, un flux de donnges s6rie (KXD) aux normes RS-232C et 
transfonne ce flux serie regu en un flux parall^e propre a controler 
les moyens d'affichage (400). 
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This invention relates to radio relay systems including 
traveling wave tubes, and more particularly, to a two- 
direction radio relay terminal in which the signals going 
in both directions are passed thru a single path includ- 
ing travelmg wave tube amplifiers. 

Microwave radio relay stations are known which re- 
ceive a signal of one frequency range from one direction, 
amplify the signal, translate the/signal to another frequen- 
cy range, and transmit it in the other direction. The fre- 
quency translation is performed,- inter alia, to prevent a 
tendency toward oscillation caused by feed-back from 
the transmitting antenna to the receiving antenna. If 
the relay station is required to shnultaneoiisly handle 
messag^ going in both directions, it has been necessary 
to provide two complete equipments, one for messages 
in one direction, and the other for messages in the other 
direction. It^ ia. a general object of this invention to 
provide an' improved radio relay station wherein the 
signals simultsmeously going in both directions are. both 
amplified in a single traveling wave tube amplifying cir- 
cuit 

The copending but now abandoned application of 
Frank R. Arams, Serial No. 402,691, filed on January 7, 
1954, entiUed 'Traveling Wave Tube System,", and as- 
signed to the assignee of this application, teaches a sys- 
tem for increasing the amplification provided by a travel- 
ing wave tube by passing the signal thru the tube, 
heterodyning the amplified output signal to. a slightly dif- 
ferent frequency range, and then passing the signal thru 
the tube again. By this arrangement, a single traveling 
wave tube can be made to provide substantially double 
the gain that would otherwise be possible. The present 
invention differs from that of the above-identified appli- 
cation in that two different message signals M-e simul- 
taneously amplified in a common traveling wave tube am- 
plifier, the two signals being such as to occupy different 
frequency ranges, so that they do not interfere with one 
another in. the traveling wave mbe. It is therefore another 
object of this invention to provide an improved system 
for simultaneously amplifying two different signals in a 
single traveling wave tube amplifier. 

Hie traveling wave tube amplifier of this invention may 
include a plurality of traveling wave tube circuits coupled 
in cascade. It is a characteristic of traveling wave tubes 
that a tube of one design is most useful in amplifying a 
low level signal in such, a way as to . discriminate against 
noise. The same traveling wave tube may be employed 
with different bias potentials as a high gain or interme- 
diate level amplifier. A traveling wave tube of a second 
design is most useful as a power amplifier. The low 
noise traveling wave tube and the high gain traveling 
wave tube are normally operated as linear amplifiers, and 
the. power traveling wave tube is operated over a range 
including the non-linear portion of the characteristic- 
curve so as to maximize the power output So long 
as a traveling wave tube is operated on the linear portion 
of its characteristic curve, there is little danger that, two 
signals simultaneously being amplified by the tube will 



interfere with each other to cause cross-modulation. The 
danger of cross-modulation is further reduced if the levels 
of the two signals simultaneously amplified in the travel- 
ing wave tube are of equal value. It is. therefore a further. 
^ object of this invention to provide an improved system 
for simultaneously amplifying two different signals in a 
sin^e traveling wave tube in such a way as to minimise 
the interference between the two signals. 
^ It is a still further object to provide an improved two- 
ID direction radio relay station characterized in requiring a 
minimum number of traveiling wave tubes by reason of an . 
arrangement whereby traveling wave tubes are employed 
to simultaneously amplify the signals gomg in both di- 
rections. 

15 In one aspect, the invention comprises a radio relay, 
station including antennas whereby message signals of 
different frequency ranges are simultaneously received 
from the West and from the East. The terms West and 
East are used for convenience to identify any two direc- . 
20. tions. Both received signals are applied to.the input of a 
first .traveling wave tube amplifier circuit . The output 
of the amplifier circuit and the output of a local oscillator 
are both applied to a mixer. The heterodyned output of 
the mixer is passed thru a filter to eliminate all frequen- 
26 cies except the sum or difference frequencies. The out- 
put of the filter is then applied to a second traveling wave 
tube amplifier circuit The. heterodyned signals in the 
output of the second traveling wave tube ainplifier cir- 
cuit are separated by filter means. One signal is applied 
30 to an antenna directed towards the East and the other 
signal is applied to an antenna directed towards the West. 
The West-going and the East-going signals may be 
separately abiplified in separate power traveling wave 
tube circuits prior to application to the respective antjen^ 
35 nas. The West-going, and the East-going signals are at; 
substantially the same power level in the first traveling 
wave tube amplifier circuit, and are also at substantially 
the same level in the second traveling wave tube amplifier 
circuit. By this arrangement whereby the two signals 
40 simultaneously amplified in a traveling wave tube circuit 
are at substantially the same. level, the amplification is 
performed substantially without interference or cross- 
modulation between the two signals. One directional 
antenna pointed in a given direction may be used for re- 
45 ceiving and another directional antenna pointed in the 
same direction may be used for transmitting; or a single 
antenna pointed in a given direction may be employed 
for both transmitting and receiving in conjunction with a 
diplexing network. 

These and other objects and aspects of the invention 
will be apparent to those skilled in the art from the fol- 
lowing, more detailed description of the invention, taken 
together with the appended drawings, wherein; . 
Figure 1 is a block diagram of a two-directional radio 
55 relay, station constructed according to the teachings of 
this invention; 

Kgure 2 is a block diagram of another form of .the 
invention; and . , 

Figure 3 is a chart showing frequency relationships 
60 which will be referred to in explaining the operation of 
the circuits of Figures 1 and 2. 

^ Referring to the radio relay system of Figure 1, a direc- \. 
tional antenna West is coupled to the input of a bandpass 
filter 10 and to the output of a power traveling wave tube 
63 amplifier circuit 11. The output of bandpass filter 10 
is coupled thru a low-noise (L. N.) traveling wave tube 
amplifier circuit 12 and a high gam (H. G.) traveling 
wave tube amplifier circuit 13 to a mixer 14, The mixer. ' 
14 may be a crystal mixer or. alternatively, the traveling 
70 wave tube amplifier 13 may be employed as a mixer. In 
either case, a loss of about 6 db is suffered in the mixing . 
operation. 
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A local oscillator 15 has an output coupled to the 
mixer 14. Oscillator 15 may be of any suitable, circuit 
configuration, and may include a klystron tube or a 
voltage-tunable backward-wave oscillator tube. The sum 
and difference frequencies from mixer 14 ;are applied 
thru a. bandpass filter 16 to a second high gain traveling 
v/ave tube amplifier 17. The output of the traveling 
wave tube amplifier 17 is applied over line 18 thru a 
bandpass filter 19 and thru a power traveling wave tube 
amplifier circuit 20 . to a directional antenna East. The 
output of the traveling wave tube amplifier circuit 17 is 
also applied over line 21, thru bandpass filter 22, over 
line 23j aiid thru a power traveling wave tube amplifier 
circuit .11' to the directional antenna West. The direcT 
tiohal antenna Eiast is coupled thru a bandpass filter 24 
and a Iine. 25 to the. input of low noise traveling wave 
tube amplifier circuit 12, 

A description of low-noise traveling wave tube anipli- 
fiers. arid trayeUng wave tube power aniplijSers may be 
obtaiiied from many publications, including an article 
entitled **New Developments in Traveling-Wave Tubes," 
by W. J. Dodds, R: Peter, and.S. F. Kaisel, appearing, 
at pages 130^133- of the February 1953 issue of Elec- 
tronics magazine. 

The operation of the radio relay station of Figure 1 
will now be described with reference, to the frequency 
chart of. Figure 3. The message signal received from 
the West consists of a radio frequency carrier frequency 
/i modulated, by . the intelligence signal. In. Figure 3, 
. the carrier frequency fi is represented by a vertical line,- 
and sidebands are represented as extending on both sides 
of the carrier- frequency. For convenience, the message 
modulated radio frequency signal including the sidebands 
will be referred to as the sighal /i. . Similarly, a message, 
modulated radio frequency signal /a is received by the 
antenna East. It will be noted from Figure 3 that the 
signals. /i . and /a occupy different frequency ranges. Radio 
relay stations normally operate with received and trans- 
mitted, signals of frequencies displaced froni each other. 
The signal /i received from the West is applied thru 
bandpass filter 10 to the input of the traveling wave tube 
circuit 12, and the signal received from the East is 
applied thru bandpass filter 24 and then also to the 
input of traveling wave tube circuit 12, Both signals 



are amplified, simultaneously in the low-noise. traveUng 45 the heterodyned signals. 



antenna West from which it is transmitted to the next 
distant radio relay station in the direction West. Filter 
10 prevents the signal /a+Zo fro^^ returning to traveling 
wave lube 12. The terms East and West, as stated be- 
5 fore, are merely used to distinguish between the two 
directions which may be any two directions. 
It will be noted that the signal received from the East 
. and the. signal received froni the West are both simul- 
taneously amplified in traveling wave tube amplifier cir- 
10 cuits 12, 13 and 17. It wDl be further noted that the 
level of these two signals in the three traveling wave 
tube amplifier circuits is substantially the same in each of 
the three circuits. Since the two signals in a given cir- 
cuit are at substantially the same level, there is sub- 
15 stantially no cross-modulation between the two signals, 
if the amplifier is operating in a substantially linear 
region. Any cress-modulation products are far below 
the level of both signals. The East-going signal is in- 
dividually amplified in power amplifieir 20, and the West- 
20 going signal is individually amplified in pov;er amplifier 
11. The amplification of both signals in. a single power 
amplifier is not attempted for the reason that the power 
. amplifiers, operate on the non-linear portion of the char- 
acteristic curve in order to provide the greatest power 
25 gain, and under these conditions two signals going thru 
the same traveling wave tube would modulate each other 
and cause cross-talk and interference between , the two 
- signals. Additionally,' it. is preferable for each signal to 
fully utilize the power handling capacity of a separate 
30 tube in the final arapliftring stage. . The traveling wave 
tube circuits 12, .13, and 17 in the common -path, how- 
ever, operate on. the linear portion of their character- 
istic, curves, and therefore there is no cross-modulation 
of the two. signals. 
35 By waiy of example to illustrate frequencies which may 
be employed in the system, a very high quality television 
signal relay station may employ frequencies, v/herein 
/j==6.000 megacycles, /3=6,040 megacycles and /o= 120 
megacycles; Then /i+/o=6,120 megacycles and /2-|-/o= 
44 6-160 megacycles. It will be noted from the chart of 
Figure. 3 that the local osciUator frequency /o should be 
somewhat greater than the bandwidth B or B' of the two 
signals simultaneously amplified in a single amplifier 
circuit, to prevent overlapping of the original signals and 



wave tube amplifier 12 and also in, the high gain travel- 
ing wave tube amplifier 13. The amplifier circuits 12 
and 13 are characterized in being able to amplify fre- 
quency components over a i*angej B of Figure 3, without 
distortion and cross-modulation. 

TTie two amplified, signals /i and /a from the traveling 
wave tube amplifier circuit 13 are ribw applied to the 
mixer 14, where they are . heterodyned with a signal at 
friequency /o from the locaLoscillator 15. The output of 
the niixer 14 is applied to bandpass , filter 16, which 
passes the sum frequencies /i-f/o and /a-f-Zo* but blocks 
the original frequencies and the difference frequencies. 
The sum frequencies from the bandpass filter 16 are then 
anipliiied in the high gain traveling wave tube amplifier 
circuit .17. The amplifier circuit .17 is adapted td ani- 
plify all frequencies in the range B' of Figure 3 without 
distortion. The high gain traveling wave tube, amplifier 
circuit. 17 may be exactly the same as the circuit 13, 
and the shift in the center frequency of the frequency 
band amplified may be accomplished by merely adjust- 
ing the. potential applied. to the helical electrode in th& 
travebng wave tube. 

The two signals in the output of the circuit 17 are 
separated by means of bandpass filters 19 and 22. The 
signal /i-f/o from filter 19 is applied thru a power ^ 
(PWR) traveling wave tube amplifier 20 to the- direc- 
tional antenna East from which it is radiated to the next 
distant relay station in the direction East. The signal . 
/3+/0 from the filler 22 is applied thru the power travel- 
ing wave tube amplifier circuit 11 to the directional 



Of course, the system , may be arranged to utilize the 
difference frequencies /i— /o and /a— /o, in place of the 
sum frequencies. . In any case, the system, utilizes one 
. set of the sum and difference frequencies- . The set used 
50 niay .be the sum. frequencies, the difference frequencies, 
or one. sum frequency arid one difference frequency. 

Figure 2 shows a modified form of the invention, 
wherein separate antennas are used for transmitting. and 
. receiving. A low-noise traveUng wave tube amplifier cir- 
55 cuit 30 amplifies solely the signal received by directional 
receiving antenna 31 West.. Similarly, a low-noise travel- 
ing wave tube amplifier circuit 32 amplifies solely the sig- 
- nal received by receiving directional antenna 33 East. 

The outputs of amplifiers 30 and 32 are both coupled 
CO to the amplifying and heterodyning chain of circuits, 
wherein the circuitis corresponding to those in Figure 1 
are given the same reference numerals, with prime desig- 
nations added. The output of power traveling v/ave tube 
amplifier circuit 11' is coupled solely to the transmitting 
65 directional antenna 34 West, and -the . power traveling 
wave tube amplifier 20' is coupled solely to the direc- 
tional transmitting antenna 35 East. 

•It is apparent that in the systems of Figures I and 2. 
the arraiigem'ent whereby, the traveling wave tube am- 
70 plifier! circuits are used .to ampUfy both the East-going 
signal and the West-going signal results in a very consid- 
erahle economic saving. Traveling wave tubes are rela- 
tively complicated and expensive to manufacture. There- 
fore,- any Arrangement whereby the required number of 
75 traveling wave tubes is reduced, is of great commercial 
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importance. According to this invention, the required 
number of traveling wave tubes is greatly reduced, , and 
yet the performance of the system is maintained at a very 
high level. The advantages of the system accrue from the 
facts that the two signals which simultaneously pass thru 6 
a given common traveling wave tube amplifying circuit 
are at substantially the same level or amplitude, to thereby 
substantially reduce cross-modulation, and that the band- 
width characteristics of the traveling wave tubes are 
utilized to simultaneously amplify two message signals 10 
displaced in frequency. 
What is claimed is : 

1. In a radio relay station for simultaneously amplify- 
ing and relaying separate radio frequency, signals of dif- 
ferent frequencies and carrying different intelligences, 15 
means for feeding said signals of different intelligences 
through a common path including in cascade in the order 
named, at least one traveling wave tube amplifier circuit, 

a mixer, and a filter passing the sum frequencies from 
said mixer; a local oscillator^ means for applying the out- 20 
put of said oscillator as heterodyning energy to said mixer, 
said oscillator having a frequency greater than the width 
of the frequency band occupied by said signals taken to- • 
gether, whereby said separate signals are heterodyned to 
signals of frequencies different from each other and not ^5 
overlapping the frequencies of the original signals, a pair 
of filters each having an input coupled to the output of 
said first-named filter and operating to separate said dif- 
ferent frequency heterodyned signals, and separate means 
coupled to the output of each of said last-named filters 30 
for relaying said different frequency heterodyned signals 
to other relay stations. 

2. In a radio relay station for simultaneously amplify- 
ing and relaying separate radio frequency sisals of dlf- 
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ferent frequencies and carrying different intelligences, 
means for feeding said signals of different intelligences 
through a common path including in cascade in the order 
named, a first traveling wave tube amplifier circuit, a 
mixer, a filter passing the sum frequencies from said 
mLxer, and a second traveling wave tube amplifier circuit; 
a local oscillator, means for applying the output of said 
oscillator as heterodyning energy to said -mixer, said 
oscillator having a frequency greater than die width of 
the frequency band occupied by said signals taken to- 
gether, -whereby said separate signals are heterodyned to 
signals of frequencies different from each other and not 
overlapping the frequencies of the original signals, a pair 
of filters each having an input coupled to the output of 
said second traveling wave tube aniplifier circuit and op^ 
crating to separate said different frequency heterodyned 
signals, and separate means coupled to the output of each 
of said last-named filters for relaying said different fre- 
quency heterodyned signals to other relay stations. . 
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